General Welfare Requirement: 
The provider must take the necessary steps to safeguard and protect the welfare of children

10.14 E- safety 
Policy statement
At Little Fishes Pre-School we recognise the value information and communication technology (ICT) plays in the learning and development of children. There are, however, potential risks associated with it which must be addressed in order to ensure it is used safely.
This policy aims to ensure the e-safety of all users of the setting whether they be child, parent, staff member or visitor. All adults are entrusted to respect and uphold it in order to prevent any potential risk occurring.
EYFS key themes and commitments
	A Unique Child
	Positive Relationships
	Enabling Environments
	Learning and Development

	1.3 Keeping Safe
	2.1 Respecting Each Other

2.2 Parents as Partners
	
	4.4 Personal, Social and Emotional Development


Procedures

Computer Use
· Little Fishes has the use of one computer within the setting.  Wi-Fi is available using the code of St Paul’s Church Centre allowing access to the internet via a ipad and laptop. These are all stored securely and only accessible by adults and used under adult supervision.
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· Adults should not bring personal equipment into the setting that contains inappropriate material.
· Staff members who use computers at home for work purposes are advised that they are required to be protected by secure passwords and that Spyware software should be installed.
Emails

Little Fishes has its own email address which is password protected.  Only one of the co-managers knows the password and if divulged to any other party it will be considered a breach of confidentiality and treated as such.  Parents are made aware of the address via the setting brochure and information letter sent out on registration. There is also a section of the St Paul’s Church website dedicated to the setting.
Personal Emails

Managers and the management team will need to communicate via email outside of work hours. Any personal computers used should be locked with a security password and have spyware downloaded.
· Names of children should be kept to a minimum

· Correspondence will be written in a polite, respectful and non-abusive manner, with an appropriate use of emotions.






· Any abuse or breaches of confidentiality by any adults/students associated with Little Fishes is strictly forbidden and will not be tolerated.

· All suspected cases of a breach of confidentiality must be reported to managers. The pre-school will record all incidents and act upon them immediately.
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Storage of Documentation

Little Fishes recognises that personal computers are used to create working documents for the pre-school in terms of planning, registers and reports for example.
· All home computers must be password protected

· Work documents must be placed in locked folders

· Only acceptable use is permitted

· Personal details are kept to a minimum

· Information is not stored unless necessary and should be deleted after use.
· All confidentiality is assured, with breaches considered serious misconduct and dealt with accordingly.

· The setting has registered with the Information Commissioner’s Office as a ‘data controller’ and meets the Data Protection Act legal requirements.
Social Networks

Little Fishes is a member of Facebook and realises that staff, students and parents may have accounts and that situations may arise when staff/students may be discussed.  Staff should not foster online relationships with parents from the setting until after their children have left.  Any breaches of confidentiality by an adult/student associated with Little Fishes are strictly forbidden and will not be tolerated. All suspected cases must be reported to the Operations Manager who is responsible for online safety, recorded and acted upon immediately.

· Confidentiality by staff is ensured within their terms and conditions of employment. Thus any breech of confidence is considered to be gross misconduct and will result in instant dismissal.






· Students on beginning of placement sign to say they will abide by our 
            Confidentiality Policy. Termination of the placement will result if there is any breach of  
            the agreement along with a notification to their educational establishment.

· Parents are asked to sign a confidentiality agreement as part of the registration process.  Any breaches of this will result in their children immediately losing their place.  If funded Surrey County Council will be informed. Where fees are being paid Little Fishes reserves the right to keep them. 
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· Staff should not compromise professional integrity or bring Little Fishes into disrepute by uploading inappropriate comments or photographs of themselves or others that could be viewed by parents.
· Staff members should ensure the security of their profile has been set correctly and a strong password used so that information remains private.
.

Use of Cameras

· Members of staff must not bring their own cameras or video recorders into the setting.

· Photographs and recordings of children are only taken for valid reasons, i.e. to record their learning and development, or for displays within the setting.

· Photographs or recordings of children are only taken on equipment belonging to the setting. 

· Camera and video use is monitored by the setting manager.

· Parents are given permission to photograph or record their own children at special events. In no event should these be uploaded onto the web.
· Photographs and recordings of children are only taken of children if there is written permission to do so (found on the individual child’s Photograph Permission Form).

Professional Photographers

Little Fishes uses Francis Gibbs. Photography or Tina Reid Photography by arrangement with the staff and management team. Their photographers all have DBS clearance and are not left alone with any of the children at any time. No photographs of children will be taken without permission.
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As part of the induction process all staff members are required to sign an Acceptable Use Policy (AUP) 
Legal framework

· Data Protection Act 1998
· The Computer Misuse Act 1990 (sections 1-3)

· Copyright Design and Patents Act 1998

· Malicious Communication Act 1998 (section 1)

· Obscene Publications Act 1959 and 1964

· Protection of Children Act 1978 (Section 1)

· Protection for Harassment Act 1997

· The Equality Act 2010

· Regulation of Investigatory Powers Act 2000

· Sexual Offences Act 2003




Further guidance
· www.childnet.com/publications/resources.aspx
· Local Designated Officer (LADO) – Tel: 01372 833826 - Julie Page 
· EYCS Named Person for allegations against adults working with children and young people  - Tel 01372 833895.
·  North East Referral Hub– Tel: 0300 123 1610
· Recruitment and Retention Advisor – Tel: 01372 833900

      workforcedevelopment@surreycc.gov.uk
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